








4 JAR 1993 


S-25,001/D0TI-5B 
Background Paper on China and Technology Issues 
SUBJECT: Review of Dual-Use COCOM Technology Provided to China 


1. PURPOSE: To provide the Ranking Minority Member, Committee on Foreign 
Relations, United States Senate, with information concerning China’s legal 


acquisition of dual-use technology. 
2. POINTS OF MAJOR INTEREST: 


a. DIA was tasked to review the technology and equipment passing to China 
since Tiananmen Square from COCOM members and the U.S., its military uses, and 
the extent to which China reexports weapons developed from Western technology. 
Ye examined 764 European and Japan COCOM technology cases and 2800 U.S. com- 
mercial and COCOM license approved for shipment or shipped to China since June 
1989. Of these, certain specific cases were selected for further review based 
on the equipment description, stated end use, or stated end user. As export 
licenses are usually valid for two years upon approval, the cases examined 
were those approved between September 1988 and October 1992. ; 


b. The approved licenses for exports to China cover a wide range of 
American know-how in the fields of aerospace, electronics, and shipbuilding. 
Particular Chinese focus was on computer assisted design/computer assisted 
manufacturing technology and machine tools. Appendix 1 describes how China 
targets dual-use technologies for its military industries. . 


c. The- intermediate or ultimate consignees in most of the export licenses 
were clearly and directly identified as Chinese weapons test centers; defense 
ministries and their academies, factories, research institutes, and import/ 
export corporations; and the universities of the military-industrial infra- 
Structure. The technologies approved for shipment have applications in 
research, development, and manufacturing phases of Chinese weapons and include 
systems such as cruise missiles, the next generation fighter, naval vessels 
and tactical/strategic missiles. Appendix 2 amplifies this point. 


d. The European and Japanese COCOM exports traceable to a military 
application generally involved finished subcomponents for potential resale in 
weapons such as FISHBED interceptors to Iran or LUDA frigates to Thailand. A 
majority of the European and Japanese and a large number of American export 
licenses were for telecommunications equipment, but it is difficult to 
determine whether a specific piece of dual-use equipment/technology was used 
by a military entity. Appendix 3 details other GOCOM technology going to 
Chinese military industries. 


REGRADE TO UNCLASSIFIEO 
WHEN SEPARATED FROM ENCLOSURES 
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3. EXPECTED DEVELOPMENTS: 


a. Barring a dramatic shift in Beijing’s political scene, China’s leaders 
will continue to acquire advanced Western technology as a means of modernizing 
the country’s military-industrial infrastructure. China is expected to 
continue its policy of targeting dual-use technology for incorporation in 
military research, development, and production facilities. 


b. With the exception of finished subcomponents, most of the technologies 
addressed in this paper will take time to be fully assimilated into Chinese 
weapons systems. Nevertheless, these weapons ultimateiy will see service in 
China’s military and almost certainly will be made available for export. 


3 Appendices 

1. Dual-Use Technology and 
Military Industrial 
Modernization, (C), 1] Cy 

' 2, U.S. Technology Approved | 
for Export to China, 
(S/NF/WN/NC/PR), 1 Cy 

3. Technology Sold by Other 
COCOM Nations to China, 
(S/NF/WN/NC), 1 Cy 
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DUAL—USE TECHNOLOGY AND MILITARY INOUSTRIAL MODERNIZATION 


(U) Since China’s opening to the West in the late 1970s, its military 
industries have been engaged in a scientific and technological modernization 
program that emphasizes joint mititary—civitian production and self— 
sufficiency through the acquisition of key dual—use technologies from the 
West. 


The 16 Character Policy 


(us, This modernization program is described within China’s defense industries 
as the "16 Character Policy“ or JUN MIN JIE HE, PING ZHAN JIE HE, JUN PIN YOU 
XUAN, Y{ MIN YANG JUN, which transtates to “military—-civilian unity, peace- 
time-wartime unity, priority for military production, and use the civilian 
production to support the military.” 


(U) The gist of this policy is captured in the preface to the book "Nationa! 
{ Defense Science and Technology of Contemporary China,“ published in 1991. The 
national defense science and technology front made important achievements by 
implementing the policy of reform, opening up (to the West), and combining 
i military with civilian production. To continue to mainly rely on our own 
efforts and endeavor to upgrade setf-manufacture is a basic policy for the 
development of our national defense science and technalogy. To rely on our 
own efforts does not mean exciuding international trade. We must strive for 
alt possible external assistance, study and assimilate the advanced scientific 
and technological achievements of the world, and use those successful 
experiences which suft China. Even greater effort must be made to make full 
use of the favorable conditions...so we can select and introduce advanced 
technologies and scientific research equipment from outside, upgrade our 
manufacturing base, accelerate development, and serve the development of 
i science and technology for national defense on the basis of self-reliance. 
i Combining military with civilian production is a correct channel for 
— strengthening self—retiance. 


‘ 
1 


China‘s Military Profits from the 16 Character Policy 


; (ud In the 24 July 1992 issue of BEIJING JIEFANG JUN BAO, the eighth of 10 

, instatiments entitled “Special Articles Marking the 65th Anniversary of the 

; PLA“ noted that: introduction of advanced technotogy at home and abroad has 
promoted and accelerated (military) development. tn the period of the seventh 
five-year plan (1986-1990), defense-related scientific research made major 
achievements in the fields of aeronautics, astronautics, nuctear technology, 
shipbuliding, weaponry, and military—use mechanical and electric appliances. 
The article emphasized that the key factor deciding whether science and 
technology can be turned into combat capability depends on technology 

| transfers. In particular, projects that require huge investments and high 

i technology are more directly oriented to providing rapid benefits for the 

\ troops, and the period of transformation has been greatly shortened. 












The Nature of the Problem 
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(b)(1) 


CU) COSTIC performs research supporting NOSTIC’s macro policymaking and 
management through its massive acquisition, processing and storage of defense 
science and technology infarmation. it serves the defense industries through 
its defense science and technology information network which uses both 





J} computer and audio-video technology and its tibrary of over 2.1 million books. 
; CDSTIC distributes perlodicals and copublishes such magazines as “CONMILIT“, 
j “China Aviation Journal", “International Defense Review (Chinese edition)“, 
and “Military Wortd.“ {t also operates a computerized retrieval system that 
(_Sonnects with some 60 terminals in over 17 cities in China. 


Chinese Military Information/tntelligence Network Established 


(U) 08 4 July 1988, NOSTIC established a nationwide “ailitary-use stand- 
ardized information/intelligence network" with the Ministry of Aerospace 
industry’s (MASI) 301 Institute in Beijing as the network director. The 

| institute has about 1 .000 specialists tasked to transtate foreign technical 

: data and analyze and assimilate technical information required in China’s 

| aerospace programs. The 301 institute ts responsible for flight standard— 

ization, air-worthiness certification, quality contro!, reliabitity and 
environmental testing, development and promotion of new technology, and 

J management of scientific achievements. 


i 


Data Bank, a magnetic tape data bank supplied by the U.S. National Association 
of Standards (believed given to CDSTIC in 1987). This data bank reportedly 
inctudes alt U.S. Army, Navy and Air Force, Federal, NATO and NASA norms and 
standards. On 17 December 1991, this information network was linked into the 
Chinese National Science and Technolagy tnformation Network through a national 
packet switching network constructed by the Ministry of Posts and Telecom- 
munications. 


) (U)} By 23 August 1990, it completed installation of U.S. Military Standards 
{ 
{ 
{ 
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(b)(1) 
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An _tmperfect Poticy 


7 Implementation of the 16 Character Policy has not been entirely succes— 
sful. For example, in its self-criticism report to the State Council, the 

' Ministry of Aerospace industry cited the policy as the main reason for the May 

! 1992 unsuccessful launch of an Austratian sateltite. The report said that in 
implementing the guideline of “mititary—civil integration, integration in 
times of peace and war, priority to military production, and use civilian 
production to support military production," the insistence on the primacy of 
mifitary production on one hand and development of civilian production on the 
other resulted in a serious dispersal of technological resources which 
negatively affected the quality of scientific research and production. 





Expected Developments 


(U) tn November 1992, China began to place greater emphasis on foreign 
investment in its defense piants. The defense industry has reportedly 
absorbed about $600 million in overseas funds since 1985, mainly from Germany, 
Japan, Hong Kong and the United States. Jointly operating defense firms and 
devetoping technology can solve the shortage of funds, open up new export 
markets, and improve management. 


|} (U) In considering China's acquisition of technologies with military 
| potential, one should bear in mind that thousands of China‘s engineers have 
j been trained in the West since China’s poticy of reform was initiated. A 
large number of these engineers have gone back to military factories and 
institutes that continue to obtain Western dual~use technologies. The 
combination of Western—-trained engineers and the continued influx of Western 
{technology increases the potential for a future technological surprise. 
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== U.S. TECHNOLOGY APPROVED FOR EXPORT TO CHINA 


Wind Tunnet Test Equipment 





(b)(3) 





cy one of NDSTIC‘’s Weapons test centers, Is a cluster of wind tunnels 

in southwest China near Chengdu. This cluster consists of a low velocity wind 

(b)(3) tunnel, a transonic wind tunne!, a shack tuanef, and a hypersonic wind tunnel. 
These tunnels permit a range of tests (such as design stability or weapons 
separation) for airptanes, missiles, satellites, rockets, and other space- 
craft. While it is possible that automobile’ modets, as claimed, may be tested 
in these wind tunnels, | prime concern is aerodynamic testing of 


aerospace weapons. 
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has no known civilian aircraft 
“production: capability and consequently this equipment is probabfy being 
spn ited to the new fighter AR a 






(b)(1) 





1) CRE aes acer naan irree eee nee Oe RT ae ee |: a Second Academy 
institute subordinate to the Ministry of Aerospace and responsible for the 


(b)(3) development _of surface-to-air missiles and other flight vehicles. instal- \ 
tation at. Lindicates apnficabifity to radar—cross section reduction of 


tactical missttes. 
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(b)(3) (u) | is the import-export arm for aircraft and aircraft related products 
produced by the Ministry of Aerospace. Alt orders for aircraft to fran, Iraq, 
Burma, and Pakistan are processed and approved at this tevel. 


(b)(3) 





(b)(3) : ‘w). iz is a center for research and development of airborne equipment and 
' manufacturing techniques for the MAS!. The institute has departments estab- 

\ fished for inertial guidance test equipment and motion simulators which are 

H capable of designing, producing, assembling, adjusting, and testing the 
equipment. MJ also conducts research on applied technology relating to 
optics, machinery, electronics, hydraulics, and computers. The institute 
devaloped China‘s first vacuum electron beam welder and precision and uitra— 
precision processing technology, precision measurement technology, coordinate 
measuring machines, work process automation technology, environmental testing 
technology, and special processing technology. 


“Beijing Aeronautica! Manufacturing Research Institute 





oy) 
Oe Oe) 


i 
1 responsible for providing aerospace (and other) factories with advanced 
i technofogy and equipment for technicat Innovation and develops comptete sets 

} of production equipment. {ts research work inctudes sheet metat forming, 

) titanium alloy part hot sizing, super plastic forming/diffusion bonding 
technology, adhesive bonding of composite structure and honeycomb structure, 
nontraditional welding, nontraditional machining, and precision and super- 

{| Precision machining technology. 
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(U) The institute recently built a new aeronautical and scientific research 
and testing center to promote research In advanced aeronautical technology and 
improve the performance of Chinese aircraft. Thé institute also recently 
developed a computer~aided anatysis system for aircraft landing gear which 
will provide a retiable means of determining static strength and detaited 


stress points on tanding gear parts. 


Aircraft Design Technology 
Shenyang Aeronautical tnstitute 


(b)(3) 


(J) This institute Is exclusively dedicated towards fighter aircraft design. 
This is the research institute for Shenyang Aircraft Factory is also working 
with Chengdu Aircraft Corporation’s research institute to develop China’s new 


fighter. 
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(b)(1). 


(b)(3) 





(b)(3) © (YU) On 22 May 1992)) institute was the first 
\ aerospace center outside of Beijing to be hooked up to the “aeronautical 


intetligence tnformation network“ of the Ministry of Aerospace Industry 
} research institute. The network is run on a VAX mainframe computer. The 
factory now has on-line access to the intelligence data bank and network set 


te by NDSTIC. 
i 





(b)(1) 
(b)(3) 


(b)(1) 


(b)(3) 


{> 
(b)(3) { (uD. re 9c oduces aircratt brakes and wheel hubs 


for “various types“ of aircraft in China. As the Y—7/CURL civil-military 
? transport and HWarbin’s Y-12 transport are the only two aircraft that could be 
remotely considered as civil transports, military application of this 
technology is as likely as civil. Possible-application of this technology 
i _inctudes China’s new fighter program. 





(b)(3) 


(b)(3) - n April 1989, despite recommendations by the U.S. manu— 
; facturer that several other facilities (Xlan and Shanghai Aircraft for 
1 example) were better suited for this pragram, the Chinese promoted heavily the 
Liaoyuan Machine Factory (LMF) as the key Chinese facility for the manufacture 
of international standard commercial tanding gear assemblies to include those 
for the proposed stretched airtiner program. 


(U) The only positive aspects of the factory were that it was quite cfean and 
that it had designed and manufactured the Y-8/CUB main and nose gears as well 
as fighter-type gear. The facttity had no numerically controlled or multi- 
(b)(3) ! axis machinery which was stated as essential for production of the, 
. LMF officials advised that MASI, CATIC and LMF would Invest millions of 
doltfars in building improvements and new machinery from 1989 to 1991 to allow 
\ them to produce commercial aircraft tanding gear. 


(b)(1) 
(b)(3) 


{w Because LMF is known to have produced fighter landing gear and has ties 
Xian Aircraft Company, producer of the 8-—6/BADGER and the FB-7 fighter bomber, 


“international standard“ fanding gear such as that intended for the new 


} LMF will probably have a redundant production capacity allowing It to produce 
_ fighter program and the FB-7 fighter—bomber . 


(b)(3) 





(b)(1) 
(b)(3) 


(b)(3) 














CCFOUQ) 
radio navigation systems that are probably copies of Western commercial 


‘developed the doppler radar for the B-G/BADGER bomber as well as 


aircraft systems. The institute claims to have developed both very~high- 


frequency omnidirectional radio range/instrument landing system receivers and 
commercial aircraft locatizer/glide stope receivers. 


“POU) The institute has an anechoic chamber used for electromagnetic 
compatibility/interference (EMC/EMI) tests and for developing transmitter and_ 


receiver antennas for navigation and communication systems. The chamber has 
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been used to test components as well as full-scale weapon systems to include 
the SY-2/SABBOT antiship cruise missile. tn the fatter instance, the Chinese 
were probably conducting EMC/EM{ tests or evaluating the jamming suscept I~ 
bility of the missiles seeker and guidance systems. 


(by(1) 


(b)(3) 











(b)(3) ( 
; 4S a primary cesearch center and production base for alrcraft power 


mains and afreraft engine ignition systems (such as starter generators or 
voltage regulators) for the Ministry of Aerospace Industry. Motds, cleats, 
cutters, measuring tools and other electrical products are also produced at 

; this facility. China claims it has complete scientific research and design 

‘< facilities, advanced processing equipment and reliable test facitities and has 














‘ designed or remodeled 100 power supply systems for a dazen new Chinese 
airplane types (which would cover virtuatfly every aircraft in the Chinese 
inventory). tt is possible that the equipment could have application to civil 

b)(3 products, such as refrigerator motors, but its main tine of business at 

(b)(3) | fis military aircraft motors. 
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A 
Strands of wire or cable are wrapped together In various \ 
configurations with plugs at each end to meet the needs of different design ‘ 
(bX3) configurations. Automation of a jatlows for stricter production : 
toterances resulting in a better builit product with a reduced probability of P 
product fallure. {t also allows one rig to be set up for different processes. / 
At Nanchang there may be civil application, such as motorcycles, . / 
Nanchang‘s main tine of business ts aircraft and cruise nics es, ange 
7 is‘probably désTgnated for the K~ 








Other possible applicants are the A-S/FANTAN and the FL-2 crulse 


AS noted above, as the .even one 
facility could be adapted to handte aff requirements of the facility. 


‘8 trainer. 
misstle. 





(b)(3) 









«U) Comments regarding a probable simitar were previously 
(b)(3) noted at . The onty known application 


at MW is with either the F~7/FISHBED or the new fighter program. Advanced 
acquisition of this kind of technology would be required as part of the 
product set-up for the new fighter. 


(b)(1) 








(b)(3) 
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(b)(3) : 


WY part of China‘s “third tine“ industrial base, is Known to 
produce WP-7 and WP-13 turbojet fighter engines for the F-7/FISHBED and F-8-— 
2/FINBACK, wine drums for the Maotai winery of Guizhou, and auto parts, mainly 
the gearbox for 2-ton Japanese trucks. The plant is not known to have any 
civil aircraft engine production. {t manufactures military aircraft engines 
although orders have been reduced. Chinese fighter engines are known to have 
a notoriously short engine life in part because the engine blades lack heat— 


ducting coatings. It is quite possible that theso ST « 


Intended for application on WP-7 and WP-13 fighter engines. 





(b)(1) 


(b)(3) 


missile testing. 
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ce Given the end user, the most probable application of this technology is 


(b)(3) 


\w The i is 2 third Academy cruise missite factory. 


So Third Academy of MASI oversees the research, tria( manufacture, perfor— - 
: mance testing and production of jet and sotid-propettant rocket engines, and 
{ the manufacture of antiship missites.) 


(b)(3) 





(3) ieee 
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(U) The factory is known to produce electronic molding machines to seal 
Plastic envelopes containing triodes, diodes and integrated circuits and 
ventilating fans for various kinds of electronic equipment, naval radars, 


airptanes and computers. 
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(b)(3) 
















(b)(1) - 


(b)(3) ; 
( (U) On 25 Nov 89, was commended for outstanding performance in an 
impo.<ant misstite test flight that had just taken place. 
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jis a mul(tidiscipfine S&T university. The 





(U) Founded in October 1952, 

tastitute has a very strong foundation for research in such fields as 
vibration engineering, air intake, combustion and heat transfer, flight 
contro! techniques, broad-spectrum communications, signal analysis and 


processing, CAD/CAM technology, sensor techniques, and stealth technology. 


(U) Anticipating future aerospace needs, the institute is currently engaged in 
the study of a multi-purpose unmanned aircraft and conducting pretiminary 
research into a supersonic drone. NA! ts an important base for the study of 
helicopter design as it is China’s only institute that offers a helicopter 


speciatization course. 
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(B)(3) 







 ) ON cesponsibility is 


automation systems engineering, and specializes in the research and production 

of aeronautical measurement and controt systems for use throughout the aero- 

~) space industry. The institute Is responsibte for developing and producing 
computer controtled survey and controt systems for aerospace applications 

f including precision testing equipment and automatic testing systems for the 

L_aerospace industry. : a 




















lab“ was approved. A follow up ticense in March 1990 to ship $64,049 of 
“measucing equipment“ was also approved. A ticense for equipment with a- 
value of $15,377 to be used in “micro-computer numerical control systems“ was 
approved in May 1992. [n August 1992, a license of $65,600 of “CAD/CAM 
assemblies“ was approved for export to CGWIC. 
(b)(3) Wd) 7 is the import/export trading arm within the Ministry of Aerospace 
with responsibility for space, strategic missiles and rockets. (t is through 
that Beijing Wanyuan Industry Corporation, (the commercial name for the 
First Academy) imports products related to rocket production to include spare 
parts, solid state and integrated circuits, and semiconductors for BWYIC‘s 
submarine faunched ballistic missiles and the Long March series of rockets. 


(b)(3) 








L. 
(U} The research institute and factories subordinate {6 MEM, atso Known as 
i the , conduct civilian and military research, development, 
and! production In the areas of space vehicle systems and structural design, 
temperature control equipment, space vehicle attitude and orbital controt, 


(b)(3) 





>) 7 x 
remote testing, space vehicle tracking, and space communications. These space 
vehicles would include meteorological and tefecommunications satellites as 
welt as photo-reconnaissance sateltites. 

oot , 


(b)(1) 


(b)(3) 









(b)(3) 


‘ U) Th is collocated with iy 
The institute is Known to have conducted 


research in radar fuzing which has apptication to alt types of guided 
misstles. Production of such fuzes would be the province of the 


, ) a - a specialized enterprise for developing 
spacé electronics. tt passesses advanced production facilities and various 
) measuring and testing systems and has made a great contribution to China’s 


j space activities by the successful development of the trajectory fail safe 


i system of faunch vehictes and the meteorological cloud chart transmitter. 
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institute is also Known as thé Sy 


This factory did much of the work on the 
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autopifot for the HQ-61 SAM. 


The factory is involved in 
research work on the structure and strength of SAM systems 


is engaged In research, development and’ production of antiaircraft 





- 


weapons. 
support of equipment at operational sites; and production of hardware for the 


first and second stages of m 
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(b)(1) 


(b)(3) 





“(U) The institute is aftso known to be doing lethality studies on the 
cylindrical casings of Chinese munitions. The types of munitions were not 
/ specified, but as the institute is part of MASI, they could be SAM, ASM or AAM 


ayers: 


(b)(3) 





a“ 
(b)(3) \. (U2 This factory is another name for th 
Fwhich is mainly engaged in military research and development. While 
’ the factory has manufactured civil’ products such as “wired electric and radio 


' | communication products and telemetry equipment” it afso successfully devetoped 
i much of the telemetry equipment used in China‘s space launch vehicles and the 





FY-1 meteorological satetlite. 
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(b)(3) 


(b)(1) 
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(b)(1) 
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(u) Ea is known to have devetoped: a 8M4/DQ 8501 calibration equipment to 
measure the’ effectiveness of jamming against SAM guidance systems; the BM/KG 
8601, 8605 AND 8606 self protection jammers and the KG 8602 radar. warning 
system; the 8M/OJG-8715 integrated SAM EW system which automatically. 
identifies a threat radar, identifies the electronics counter measure CECM) 
response and triggers it;, and, the BM/HZ—8610 ship borne electronic support 
measures system which, with the appropriate ECM systems, will reportedly 
counter antiship sea skimming cruise missiles. According to one China 
Electronics Import/Export Corporation representative, the | designs all 
active electronic warfare equipment for China and may have a played a key role 
in the development of the HY-2/SEERSUCKER which supposediy has improved 


antijamming features over earlier versions. 
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AY t = 
qu) TR is the equivalent of a ministry and is the authority for al! 
shipbuilding in the PRC. 
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(U) BY manutactures prototype medium and high speed diese! engines and 

accessories and is China's targest research and desiyn institute involved in 
(b)(3) S diesel engine and power plant research. “= is a subsidiary of China Ship 

Research and Development Academy. A gas turbine ‘engine is tunder test at this 





F facility and afmost certainly will be applied towards a military program. 


“(UME mission is to conduct research, design and development of marine 

mechanical and electronics equipment for both military and merchant vessels. 

it also performs research and development of marine machinery and electronics, 

and accomplishes the transfer of technology to the shipyards of CcSSc, after a 
__Product has been tested and validated. 
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(b)(3) 





